Retina Enterprise Vulnerability
Management Solutions
New and Updated Features
BeyondTrust Retina enterprise vulnerability management solutions provide security
professionals with vulnerability assessment and risk analysis in context. Retina enables teams to
proactively identify security exposures, analyze business impact, and plan and conduct
remediation across network, web, mobile, cloud and virtual infrastructures, and communicate
that risk to operations and compliance teams to reduce risk. Key capabilities include:
•

Results-driven reporting and analytics that provide relevant and actionable data to
multiple stakeholders throughout the organization

•

Enterprise-class scalability, flexibility and performance from software and appliances
with the industry’s simplest licensing model

•

Zero-gap coverage of all devices enterprise-wide, including network, web, mobile, cloud
and virtual infrastructure

•

A unified solutions platform addressing all phases of vulnerability management – from
assessment and remediation, to endpoint protection and privileged account
management

Retina CS version 5.8 add several features that further enhance scanning efficiency and
visibility.

New Feature Highlights
PowerBroker Password Safe Integration
Automating the Use of Protected Privileged Credentials
Authenticated vulnerability scanning is more accurate and provides greater insights than
unauthenticated scans. However, authenticated scans require the use of privileged credentials,
which can often be continuously and anonymously changed for their protection. Additionally,
network security best practices suggest regular scans of systems, requiring automation. How

can organizations both protect privileged credentials while making them automatically available
for vulnerability scanning?
Retina CS 5.8 together with PowerBroker Password Safe provides a secure and easy solution.
Once activated, Retina CS can acquire privileged credentials from PowerBroker Password Safe
on demand - just prior to executing a vulnerability assessment – eliminating the pain
experienced in trying to manually maintain lists of service account credentials. For security
reasons, PowerBroker Password Safe controls the length of time that Retina CS can use these
privileged credentials and remains the single repository for managing them.
Clarity Dashboard in HTML 5
Greater Visibility into Advanced Threats
BeyondInsight Clarity 5.8, available at no cost for Retina CS customers, contains a new
interactive threat analytics dashboard and event viewer that quickly allows organizations to
identify threats by asset, user and application. Events are prioritized by threat level and
categorized for instant viewing by any of the attributes that represent a danger to the
environment. This new user interface also marks the beginning of BeyondInsight’s journey
toward a complete HTML 5 conversion and joins PowerBroker Password Safe and PowerBroker
Management Suite with a next generation user interface that scales from mobile phones, to
tablets and desktops.
Clarity Dashboard Highlights
•

Quickly identify any event by risk and trigger used to drive the analytics engine

•

Group threats by BeyondTrust module, applications, or users to identify the highest risk
events from vulnerability management to privileged account security

•

Instantly change the palette and color scheme of the interface to support illumination in
any environment and maintain Section 508 compliance

•

Sort and filter events by any collected field to isolate outliers and frequent offenders by
risk and activity

•

Analyze third party vulnerability data from Qualys, Rapid 7, Tenable, or McAfee using
BeyondTrust’s patent pending analytics
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McAfee Vulnerability Manager (MVM) Integration
In October Intel Security announced the end of life (EOL) for McAfee Vulnerability Manager
(MVM). This means that Intel will no longer provide vulnerability updates for its product,
putting organizations at risk from new and emerging threats. All current MVM customers
should select a new vulnerability management solution that provides both a seamless migration
of their historical vulnerability data and the ability to see that data in a whole new light.
With Retina CS 5.8, MVM customers can safely and easily export their existing vulnerability data
directly to Retina CS. In addition, Retina CS gives current MVM users the ability to centralize all
their scan data for prioritization, reporting and advanced threat analytics. Lastly, MVM
customers will now have the exclusive opportunity to combine their asset and user intelligence
to achieve a level of security visibility and control not possible until now.
For details on how to migrate MVM data to Retina, start here:
https://www.beyondtrust.com/mcafee-vulnerability-manager-license-exchange/
Customer Portal – New Ideas
Please be sure to engage with us using our new ‘Ideas’ function on the customer portal. ‘Ideas’
is a way to exchange, compare and vote on product ideas outside of the regular ticket
enhancement process. In this open discussion forum, you can raise, discuss and vote on ideas;
and when an idea reaches a certain popularity status, BT takes action. BeyondTrust is
committed to innovation, and some of our best product features come from customers just like
you.
To share your ideas, please visit our customer portal at:
https://beyondtrustsecurity.force.com/customer/login
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About BeyondTrust
BeyondTrust® is a global cyber security company that believes preventing data breaches
requires the right visibility to enable control over internal and external risks.
We give you the visibility to confidently reduce risks and the control to take proactive,
informed action against data breach threats. And because threats can come from
anywhere, we built a platform that unifies the most effective technologies for addressing
both internal and external risk: Privileged Account Management and Vulnerability
Management. Our solutions grow with your needs, making sure you maintain control no
matter where your organization goes.
BeyondTrust's security solutions are trusted by over 4,000 customers worldwide, including
over half of the Fortune 100. To learn more about BeyondTrust, please visit
www.beyondtrust.com.
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